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The exponential growth of wireless-based solutions has lead to
countless advantages 1n every area of our society. Such a scenario
has transtormed the world a few decades back, dominated by la-
tency, into a new world based on an efficient real-time interaction
paradigm. Cryptocurrency has contributed to this technological rev-
olution, whose fulcrum 1s a decentralization model and a certifica-
tion function offered by the blockchain infrastructure. Our work
1s aimed to indicate a possible approach to exploit this challeng-
ing scenario synergistically by introducing a novel blockchain-based
distributed paradigm for data exchange between wireless-based de-
vices, defined Internet of Entities (IoE). It relies on two core ele-
ments with interchangeable roles, entities and trackers, which can
be implemented by using existing infrastructures and devices, such
as those related to smart-phones, tablets, and IoT systems.

Scientific Contribution
Entity and Trackers

We introduce the concept of entities and trackers, able to exchange
roles, which operate within a wireless-based environment.

Interaction Model

We define the interaction model between entities and trackers, and
trackers and blockchain-based distributed ledgers.

Communication Protocol

We tformalize the entity-to-tracker and tracker-to-blockchain-
based distributed ledger communication protocol data structures.

loE Working Model

2
H 'r
BLOCKCHAIN @---@ silile LS
E A
= LEDGER
i
. Global |
i UniquelD |
.+
DATA |
Tracker Tracker Tracker Tracker
Device Device Device Device
EI'Itil}'
. .~ Global |
. Unique ID |
| Space
Data Capture
loE Application Area
f'lrff -ﬁ\"l f -ﬁ-\'l f’ﬁf -ﬁ\\u
a ik
Security eHealth Smart Cities
'|.\ '} { Il\‘ '}
\ 4 \ 4 " 4
h— « « « and many more
The limits of the traditional The tracker sensor data can be The data exchange between
localization approaches combined to those of wearable trackers and entities can bhe
can be reduced/overcomed sensors placed on the entities in exploited in order to provide
without jeopardizing the order to trace in exaustive manner services aimed to specific
involved entities privacy the health status of a person groups of users

Implementation

The implementation of the proposed paradigm can be made by
adding simple features to the existing devices used as trackers (IoT,
smart-phones, etc.), since we only need to append few entity data
(1.e., unique identifier and sensors data) with few tracker data (e.g.,
time-stamp, geographic location, sensors data, etc.) and sent them
to a blockchain-based distribute ledger. It should be observed that
in case of mobile devices, such as smart-phones and tablets, this
operation can be easily performed by installing an application.

Data Structure
Entity-side
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Final Considerations

» We introduced a novel data-exchange paradigm able to join
the capabilities provided by the wireless-based devices envi-
ronment with the certification ones provided by the blockchain-
based distributed ledgers.

» It is based on two core components, entities and trackers, which
are billion of existing devices able to operate across the IoE en-
vironment, interchangeably.

» Although such a paradigm 1s based on existing and wide spread
technologies, it provides a novel method to trace the activity of
an entity 1n a certified and anonymous way, by combining the
wireless-based and blockchain-based technologies, producing
valuable, exploitable, and (if needed) investigative-valid data.

» The opportunities related to the IoE paradigm grow day after
day thanks to the continuous introduction of new wireless-based
devices, which provide an ever expanding IoE coverage area.

» In summary, the proposed /oF paradigm can be easily imple-
mented by exploiting existing and wide spread technologies and
infrastructures, providing a series of advantages for the commu-
nity, since it can be exploited in many real-world scenarios.
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